eLearning Courses

Security awareness training is the single most important component of your
Awareness Program. One of the most cost-effective training solutions is our web-
based elLearning courses.

Built on industry-recognized security standards such as I1SO 27002, our elLearning
courses are designed to fit your busy, interrupt-driven job challenges.

Users can easily suspend their training session at any time - and resume when it's
convenient. With your business and customer needs in mind, this approach offers
your employees the convenience of focused training when it best fits their schedule —
and the demands of their job.

An easy to use administrator’'s dashboard provides management of your elLearning
training program and participants — to help keep your training program on track.
With the flexible, built-in reporting tool you can easily monitor the progress of
participants, and send email reminders as needed.

At the conclusion of your training program, a summary report is provided that
identifies areas of strength demonstrated by employees company-wide, as well as
areas where your security awareness program should focus additional attention.

Effective security awareness programs strengthen an organization’s overall security
position by focusing on its business and security objectives.

Training for your people...

Our web-based elLearning training courses provide an easy, cost effective way to
deliver training to your people, and keep them informed and aware!

Courses...

Introduction to Information Security
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A great starting point for any security Awareness Program is an Introduction to
Information Security course.
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Introduction to Information Security provides your organization’s employees
with the critical knowledge they need in order to protect data, networks, and your
confidential information from unintentional or deliberate security breaches. The
course, designed for a non-technical audience, addresses the security vulnerabilities
that occur in the course of everyday business computing—weak passwords, identity
theft, fraudulent email, viruses, and network-based attacks.
Upon satisfactory completion of the course, learners will:

e Understand the importance of information security to your organization.

e Create secure passwords and keep them secure.

e Act knowledgeably in protecting your data and networks from unauthorized
access.

e Perform their business operations with attention to the risks and
vulnerabilities that are inherent in on-line computing.

Time to complete:  50-60 minutes
Intended audience: Non-technical computer users
Pre-requisites: None

Course content:

e Why Security Matters.

e Creating Secure Passwords.
e Using Passwords Effectively.
e Protecting Your Computer.

e Security Is about People.

e Taking Work Home.

Optionally, the Introduction to Information Security can be preceded by a
Challenge Test designed to measure an individual’s understanding of the concepts
presented in the course. Employees that can demonstrate an acceptable level of
understanding of the course concepts will have the option of waiving their
requirement to take the course — freeing up those employees from additional
training — saving your company time and money.

Secure Mobile Computing
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For those employees with company supplied mobile computing devices, such as
laptops, PDAs and mobile phones, our Secure Mobile Computing course is an
excellent follow-up to the Introduction to Information Security course.

Secure Mobile Computing provides your people with the critical knowledge they
need to protect data, networks, and your confidential information from unintentional
or deliberate security breaches while they are away from the office. The course,
which can be taken as standalone training - or in conjunction with a complete
information security training program such as Introduction to Information Security, is
designed for a non-technical audience. It addresses the security vulnerabilities that
occur in the course of everyday business computing when working out of the office
— lost or stolen laptops, compromised confidential information, and unsecured
networks. This course will provide simple strategies that your people can use to
protect your company’s information assets while they are working out of the office.

Upon satisfactory completion of the course, learners will be able to do the following:

® Describe the vulnerabilities that are specific to business computing away from
the office.

® Describe strategies and behaviors that will provide better security for
equipment and information without compromising business productivity while
working out of the office.

® Act knowledgeably in protecting your data and networks from unauthorized
access.

® Perform business operations with attention to the risks and vulnerabilities that
are inherent in on-line computing.

Time to complete:  20-25 minutes
Intended audience: Non-technical computer users
Pre-requisites: None (Introduction to Information Security recommended)

Course Content:

® Preventing laptop theft or loss.

® Protecting information in public places and on public networks.
® Using Virtual Private Networks (VPNs) effectively.

® Using passwords, encryption, and security tokens effectively.
® Use cell phones, Blackberries® and iPhones® safely.

More elLearning courses coming soon!

Contact us for a demonstration, to discuss your security awareness program and
training needs — or to get a quote.

Web-based Evaluation Testing

Developing a security awareness training program that fits the unique requirements
of your organization requires an understanding of their existing level of knowledge —
strengths and weaknesses. With our web-based Evaluation Test, we can quickly
assess what your organization understands well — and areas that need focus.
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Annual Testing

Your security awareness program is an ongoing function, and needs to be treated as
a continuous cycle of planning, action, feedback and improvement. Annual security
policy review sessions coupled with competency testing, is an effective method for
measuring the results of your security awareness program, and planning for
improvement.

Customization Options

eLearning courses can be customized to fit your company’s culture and ways of doing
business. We can incorporate your company’s security policies and procedures, which
could include your industry’s regulatory requirements — as well as your unique
technology requirements.

Courses can also be branded to align with your organization’s unique identity.
Hosted or In-house...

Our elLearning courses are SCORM-compliant. You can take advantage of our
convenience, easy-to-use hosted LMS services, or the courses can be administered
through your in-house Learning Management System (LMS).

VantagePoint Security’s eLearning portal supplies users with a friendly, easy to
navigate interface for managing their courses and tracking their own progress. It
also provides an administration dashboard for managing the progress of all users,
and facilitates tracking and reporting capabilities.

Summary

VantagePoint Security Awareness Programs equip employees with the knowledge
they need in order to protect your critical business functions and information.

Workstation Requirements
Supported browsers:
® Firefox 2.0 or later

® Internet Explorer 6.0 or later

® Safari 2.0 or later
Adobe Flash Player 8.0 or later

Courses include audio - headphones or speakers required.

Contact

VantagePoint Security, LLC 425.454.5455 phone

P.O. Box 396 425.671.0111 fax

Bellevue, WA 98009 info@vantagepointsecurity.com

www.vantagepointsecurity.com
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