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Business Security Strategy

A sound Business Security Strategy balances your information security requirements
with the objectives of your business — allowing your business to perform in an
environment of acceptable risk.

VantagePoint Security’s Business Security Strategy services tackle the key
components of your security strategy — establishing a solid foundation for securing
your valuable information assets and minimizing future information security
investments.

Our certified information security specialists will work with you to clearly understand
your business objectives and, leveraging their industry experience, develop the
following key components of your Business Security Strategy:

v' Security policy v' Security architecture & standards
v" Privacy policy v' Security incident response plan

Security Policy

A well-written security policy should align with the guiding principals of your
company, reflect the objectives of the business, and serve as a guide for your IT
security decisions and investments.

VantagePoint Security™ takes a holistic approach to creating security policy by
examining the entire business — critical processes and functions, as well as the staff
and technology that provide support. Leveraging internationally respected standards
such as 1SO17799, our certified information security specialists develop a security
policy that meets your business requirements and is reflective of the current best
practices in information security.

Whether you have an existing policy that needs to be updated, or are planning your
first security policy — the experts at VantagePoint Security can help.

Privacy Policy

The handling and care of customer and employee sensitive information has become a
significant social and legal challenge for businesses.

Government regulations such as HIPPA, GLBA, Sarbanes-Oxley Act and the California
Online Privacy Act are compelling reasons for companies to update their existing
policy or create their first privacy policy.

VantagePoint Security will help you sort through the confusion of these regulations
by identifying and defining business processes associated with sensitive personal
information, and establish or update your privacy policy to align with current
requirements.
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Security Architecture and Standards

Security architecture and standards define the basic requirements of your
information security infrastructure such as authentication, access control and
auditing — providing selection and configuration criteria. A well-defined plan helps
guide the future growth of your information security infrastructure and control
investment costs.

VantagePoint Security’s professional services will assess the current state of your
technologies, products and processes, and will create a plan that will grow with your
business and leverage your existing information security investments.

Security Incident Response Plan

A security incident response plan is a valuable component of your security strategy.
A documented, tested plan that outlines the critical steps your business will take in
the likely event of an incident, can drastically reduce the financial impact to your
business.

Whether the incident arises because of viruses or worms, employee espionage or
sabotage, customer fraud, identity theft, or hacker break-in, every business must be
prepared, especially those that depend upon technology to support critical business
processes.

VantagePoint Security takes a sensible approach to this problem. Using industry
best practices, we build a response framework that aligns with business critical
processes and goals, continue with the development of specific security response
procedures, and test the plan with one or more simulations.

As businesses and technology change over time, so too must a company’s incident
response plan. We can periodically examine and update your incident response plan
to reflect those changes in order to maximize your business preparedness.

Summary

VantagePoint Security has the expertise and experience to help to build the
foundation for a secure environment — one that supports and enables the growth
and prosperity of your business, while safeguarding the integrity of your business
information.

Next Steps

Our Managed Risk and Awareness Programs provide logical next steps that can
improve the overall risk position of your business.

Contact

VantagePoint Security, LLC 425.454.5455 phone

P.O. Box 396 425.671.0111 fax

Bellevue, WA 98009 info@vantagepointsecurity.com

Wwww.vantagepointsecurity.com
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